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Abstract: Cloud computing security refers to the broad set of policies,
technologies, applications, and controls used to secure virtualized IP, databases,
applications, services, and cloud computing infrastructure. Protecting cloud systems is
part of computer security, network security, and, more broadly, information security.
Data protection is one of the most important aspects in the problem of the security of
cloud systems for working with documents. To increase the security of cloud
environments, enterprises need to use modern technologies and best practices to protect
their data.
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Cloud security is only effective when the right methods of protection are in place.
The architecture of a cloud-based ERMS must recognize the challenges that arise in
managing security. Security management solves these problems with controls security.
These controls are in place to protect any weaknesses in the system and reduce the
effect of cyber attacks.

Cloud services are highly secure when properly secured, but if neglected, the

effect can be completely opposite. The solution is the compliance of the cloud with the
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requirements of regulatory documents and standards in the field of information

security.

Russian legislation does not yet have standards that describe the principle of
building information security in cloud technologies. As a result, cloud service
providers are forced to choose how to protect information from a huge number of
ready-made solutions on the market. But all protections must take into account the
peculiarities of cloud technology1.

Let’s consider the main types of information threats in cloud systems for working
with documents.

In his scientific article identifies five main types of threats to cloud services:

1. Traditional attacks on software. Associated with the vulnerability of the applied
network protocols, operating systems, modular components, etc.

To protect against such attacks, anti-virus programs, a firewall (firewall), an
intrusion prevention system (Intrusion Prevention System), etc. are used.

2. Functional attack on cloud elements. Such attacks are associated with the
layering of the cloud. The main means of defense against such cyberattacks is the
protection of the weakest point of the system.

To protect against functional attacks for each layer of the cloud, you need

use special protection tools for each of them: for a proxy - protection against
DDoS attacks, for a web server - page integrity control, for an application server - an
application-level screen, for a DBMS layer - protection against SQL injection, for a
storage system - backup copying and access controll.

3. Attacks on the client. This type of attack is very common in the web space.
Such attacks are also typical for cloud systems, since users usually access the cloud
through a web browser. These types of attacks include cross-site scripting, password
theft, web session hijacking, man-in-the-middle attacks, etc.

As a protection, user authentication is traditionally used here, including effective

two-factor authentication, an encrypted connection with mutual authentication2.
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4. Attacks on virtualization tools. These include attacks on the hypervisor, on
virtual machines when interacting between cloud nodes, as well as attacks on cloud
management systems.

Such threats are currently extremely rare, and there are no reports of such real
attacks. However, they are worth keeping in mind, as they may appear in the future due
to the popularity of cloud virtualization3.

5. Complex threats of cloud services. The reasons for such a threat are improper
control of the infrastructure. There are no guarantees that all cloud resources have been
calculated and there are no uncontrolled virtual machines in it, no unnecessary business
processes have been launched, and the mutual configuration of layers and elements of
the cloud has not been violated. This type of threat is associated with the manageability
of the cloud as a single information system and the search for abuse or other disruptions
to the cloud that can lead to unnecessary costs for maintaining the health of the
information system. This type of threat is more complex and it cannot be called a
universal method of protection - security methods in this case are developed
individually for each cloud.

So, after analyzing various sources on data security in cloud technologies for
working with electronic documents, we can distinguish the following effective
methods for protecting data in cloud technologies for working with electronic
documents:

1.Data encryption. Encryption is one of the most effective methods of protecting
information. The provider must encrypt user data from the server side, which is located
in the data center. There are several methods for encrypting data when using cloud
storage. Server-side encryption - encryption that occurs after the system receives as
data, but before the data is written to disk and stored; as well as client-side encryption
- encryption that occurs before data is sent to the cloud storage. Such data enters the
cloud storage already encrypted, but is also encrypted on the server side.

The question of encryption keys remains important. It is not reasonable to store

them on the cloud server, because anyone with access to that server could have access
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to the key, and thus to the encrypted information. The physical entry of the key is

replaced by a request that the cloud server sends to an external source - the key
management server

An important component for the implementation of such protection is the separate
operation of the cloud server and the key management server: if both are hosted by the
same cloud service provider, then all information is again collected in one place. A
good alternative is to install a key management server in a local data center or as an
outsourced service from another service providerl.

2.Data protection during transmission. Encrypted transmission is a prerequisite
for secure data processing. In order to protect data in the public cloud, a virtual private
network tunnel is used that connects the client and the server to receive public cloud
services. A virtual private network tunnel facilitates secure connections and allows you
to use a single name and password to access different cloud resources. As a means of
transferring data in public clouds, a VPN connection uses public resources such as the
Internet. The process is based on access modes with encryption using two keys based
on the Secure Sockets Layer (SSL) protocol?2

3.Authentication. Authentication is password protection. For example, they use
tokens. A token is an electronic key used to provide information security, as well as to
identify a user. The authentication system also uses the concept of one-time passwords.
Such passwords may be used for only one authentication session, may be limited to a
certain period of time.

After reviewing various literature, we can develop recommendations for users of
cloud services to ensure the security and safety of their data:

1.Conduct an analysis of the cloud market. It is important to understand what
cloud storage systems exist in enterprises, who uses them, and how. You can trust your
data only to reliable and trusted companies that have proven themselves in the market.
In order not to make a mistake in choosing, you need to take into account such
important factors as the reputation of the cloud service, its duration, customer reviews,

as well as its popularity.
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2.Determine how the cloud storage provider addresses privacy and security issues.
The terms of service agreements are a good starting point for determining the general
protections offered by a cloud provider. But this is not enough to ensure the safe storage
of files. Cloud service providers frequently update their terms of service and user
agreements. Because of this, it is easy to miss minor changes that can have a significant
Impact on privacy and security.

Most agreements do not cover the details of how the cloud storage provider
Implements security, what specific protection methods it uses, and what happens in the
event of a breakdown or breach. As a result, it is important to clearly define policies
and procedures, which will facilitate further negotiations with the provider.

2. Know what means of protection should be applied. Encryption in the cloud is
a fundamental requirement. It is important to know how the cloud storage provider uses
encryption, including when transferring data between data centers, servers, and storage
devices, and who controls the encryption keys, how they are applied to a particular set
of data.

An organization using a cloud provider needs to know who has there is access to
systems, what other means of protection exist - from DDoS attacks to system errors in
applications.

3. Use multi-factor authentication on all devices and systems. The widespread use
of multi-factor authentication greatly reduces the risk of gaining access to a system or
application to release malware or steal valuable information. Multi-factor
authentication can help protect sensitive data from hackers, disgruntled employees, and
other insiders who may intentionally or unintentionally put data at risk.

4.Conduct audits and penetration testing of threats. Whether a company is
partnering with a third-party security firm or relying on internal staff within its
organization, experts believe that threat penetration testing is essential to determine if

a system’s cloud security measures are in place.
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The organization should regularly audit the cloud security capabilities of the

system. The audit should include an analysis of the capabilities of suppliers, protection
methods should comply with security conditions.

Also, for security reasons, you should review your access logs to ensure that only
authorized employees have access to sensitive data and applications in the cloud.

5. Ensure the physical protection of your data. Physical data protection involves
minimizing the risks associated with the penetration of unauthorized persons to the
computers of the organization. In addition to controlling incoming and outgoing
visitors, it is also worth locking the office with a key and be sure to block the computer
before leaving.

This, we examined the main methods of data protection in a cloud-based system
for working with electronic documents, and also developed recommendations for
security measures for users of such systems.

In most cases, security issues should not interfere organizations to use cloud
services. By following cloud security best practices, they can further reduce the risk of
these threats while enjoying the full benefits of cloud computing.

Organizations large and small spend significant resources developing and
improving the security systems for their cloud products. When choosing a cloud
service, you need to carefully study all its characteristics, especially when it comes to
the issue of reliability.

Currently, methods of protecting information in cloud services need a new
approach. Protection should include a whole range of measures implemented through
the coordinated work of the provider and user of the services.

To implement the project, even at the stage of its development, it is necessary to
involve professional security specialists, with the help of which to develop and provide
appropriate software and hardware protection tools, including strong encryption,
restricting access to server equipment, reliable logging of work, regulated access based

on group policies.
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